Four Ethical Issues of
the Information Age

Today in western societies more people are
employed collecting, handling and distribut-
ing information than in any other occupation.
Millions of computers inhabit the earth and
many millions of miles of optical fiber, wire
and air waves link people, their computers
and the vast array of information handling
devices together. Our society is truly an infor-
mation society, our time an information age.
The question before us now is whether the
kind of society being created is the one we
want. It is a question that should especially
concern those of us in the MIS community for
we are in the forefront of creating this new
society.

There are many unique challenges we face in
this age of information. They stem from the
nature of information itself. Information is the
means through which the mind expands and
increases its capacity to achieve its goals,
often as the result of an input from another
mind. Thus, information forms the intellectual
capital from which human beings craft their
lives and secure dignity.

However, the building of intellectual capital is
vulnerable in many ways. For example, peo-
ple’s intellectual capital is impaired when-
ever they lose their personal information with-
out being compensated for it, when they are
precluded access to information which is of
value to them, when they have revealed infor-
mation they hold intimate, or when they find
out that the information upon which their liv-
ing depends is in error. The social contract
among people in the information age must
deal with these threats to human dignity. The
ethical issues involved are many and varied,
however, it is helpful to focus on just four.
These may be summarized by means of an
acronym — PAPA.

Privacy: What information about one’s self or
one’s associations must a person reveal to
others, under what conditions and with what
safeguards? What things can people keep to
themselves and not be forced to reveal to
others?
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Accuracy: Who is responsible for the authen-
ticity, fidelity and accuracy of information?
Similarly, who is to be held accountable for
errors in information and how is the injured
party to be made whole?

Property: Who owns information? What are
the just and fair prices for its exchange?

Who owns the channels, especially the air-
ways, through which information is transmit-
ted? How should access to this scarce re-
source be allocated?

Accessibility: What information does a per-
son or an organization have a right or a privil-
ege to obtain, under what conditions and with
what safeguards?

Privacy

What information should one be required to
divulge about one’s self to others? Under
what conditions? What information should
one be able to keep strictly to one’s self?
These are among the questions that a concern
for privacy raises. Today more than ever cau-
tious citizens must be asking these questions.

Two forces threaten our privacy. One is the
growth of information technology, with its en-
hanced capacity for surveillance, communi-
cation, computation, storage, and retrieval. A
second, and more insidious threat, is the in-
creased value of information in decision-
making. Information is increasingly valuable
to policy makers; they covet it even if acquir-
ing it invades another’s privacy.

A case in point is the situation that occurred
a few years ago in Florida. The Florida Legis-
lature believed that the state’s building codes
might be too stringent and that, as a result,
the taxpayers were burdened by paying for
buildings which were underutilized. Several
studies were commissioned. In one study at
the Tallahassee Community College, moni-
tors were stationed at least one day a week in
every bathroom.

Every 15 seconds, the monitor observed the
usage of the toilets, mirrors, sinks and other
facilities and recorded them on a form. This
data was subsequently entered into a data-
base for further analyses. Of course the stu-
dents, faculty and staff complained bitterly,
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feeling that this was an invasion of their
privacy and a violation of their rights. State
officials responded however, that the study
would provide valuable information for policy
making. In effect the State argued that the
value of the information to the administrators
was greater than any possible indignities suf-
fered by the students and others. Soon the
ACLU joined the fray. At their insistence the
study was stopped, but only after the state
got the information it wanted.

Most invasions of privacy are not this drama-
tic or this visible. Rather, they creep up on us
slowly as, for example, when a group of
diverse files relating to a person and his or
her activities are integrated into a single large
database. Collections of information reveal
intimate details about a person and can there-
by deprive the person of the opportunity to
form certain professional and personal rela-
tionships. This is the ultimate cost of an inva-
sion of privacy. So why do we integrate data-
bases in the first place? It is because the
bringing together of disparate data makes the
development of new informational relation-
ships possible. These new relationships may
be formed, however, without the affected par-
ties’ permission. You or.| may have con-
tributed information about ourselves freely to
each of the separate databases but that by it-
self does not amount to giving consent to
someone to merge the data, especially if that
merger might reveal something else about us.

Consider the story that was circulating during
the early 1970s. It’s probably been embellish-
ed in the retellings but it goes something like
this. It seems that a couple of programmers
at the city of Chicago’s computer center began
matching tape files from many of the city’s
different data processing applications on
name and |.D. They discovered, for example,
that several high paid city employers had un-
paid parking fines. Bolstered by this revela-
tion they pressed on. Soon they uncovered
the names of several employees who were
still listed on the register but who had not
paid a variety of fees, a few of whom ap-
peared in the files of the alcoholic and drug
abuse program. When this finding was leaked
to the public the city employees, of course,
were furious. They demanded to know who
had authorized the investigation. The answer
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was that no one knew. Later, city officials
established rules for the computer center to
prevent this form of invasion of privacy from
happening again. In light of recent proposals
to develop a central federal databank con-
sisting of files from most U.S. government
agencies, this story takes on new meaning. It
shows what can happen when a group of eager
computer operators or unscrupulous adminis-
trators start playing around with data.

The threat to privacy here is one that many of
us don’t fully appreciate. | call it the threat of
exposure by minute description. It stems
from the collection of attributes about our-
selves and use of the logical connector
“and.” For example, | may authorize one in-
stitution to collect information “A” about me,
and another institution to collect information
“B” about me; but | might not want anyone to
possess “A and B” about me at the same
time. When “C” is added to the list of con-
junctions, the possessor of the new informa-
tion will know even more about me. And then
“D” is added and so forth. Each additional
weaving together of my attributes reveals
more and more about me. In the process, the
fabric that is created poses a threat to my
privacy.

The threads which emanate from this fore-
boding fabric usually converge in personnel
files and in dossiers, as Aleksandr Solzhenit-
syn describes in The Cancer Ward:

“. . . Every person fills out quite a few
forms in his life, and each form contains
an uncounted number of questions. The
answer of just one person to one question
in one form is already a thread linking that
person forever with the local center of the
dossier department. Each person thus radi-
ates hundreds of such threads, which all
together, run into the millions. If these
threads were visible, the heavens would be
webbed with them, and if they had sub-
stance and resilience, the buses, street-
cars and the people themselves would no
longer be able to move. . .. They are neith-
er visible, nor material, but they were con-
stantly felt by man. . ..

Constant awareness of these invisible
threads naturally bred respect for the peo-
ple in charge of that most intricate dossier



department. It bolstered their authority.”
[1, p. 221].

The threads leading to Americans are many.
The United States Congress’ Privacy Protec-
tion Commission, chaired by David F.
Linowes, estimated that there are over 8,000
different record systems in the files of the
federal government that contain individually
identifiable data on citizens. Each citizen, on
average, has 17 files in federal agencies and
administrations. Using these files, for exam-
ple, Social Security data has been matched
with Selective Service data to reveal draft
resisters. IRS data has been matched with
other administrative records to tease out
possible tax evaders. Federal employment
records have been matched with delinquent
student loan records to identify some 46,860
federal and military employees and retirees
whose pay checks might be garnished. In
Massachusetts welfare officials sent tapes
bearing welfare recipients Social Security
numbers to some 117 banks to find out
whether the recipients had bank accounts in
excess of the allowable amount. During the
first pass some 1600 potential violaters were
discovered.

Computer matching and the integration of
data files into a central databank have enor-
mous ethical implications. On the one hand,
the new information can be used to uncover
criminals and to identify service requirements
for the needy. On the other hand, it provides
powerful political knowledge for those few
who have access to it and control over it. It is
ripe for privacy invasion and other abuses.
For this reason many politicians have spoken
out against centralized governmental data-
banks. As early as 1966 Representative Frank
Horton of New York described the threat as
follows:

“The argument is made that a central data
bank would use only the type of informa-
tion that now exists and since no new prin-
ciple is involved, existing types of safe-
guards will be adequate. This is fallacious.
Good computermen know that one of the
most practical of our present safeguards
of privacy is the fragmented nature of pre-
sent information. It is scattered in little
bits and pieces across the geography and
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years of our life. Retrieval is impractical
and often impossible. A central data bank
removes completely this safeguard. | have
every confidence that ways will be found
for all of us to benefit from the great ad-
vances of the computermen, but those
benefits must never be purchased at the
price of our freedom to live as individuals
with private lives . ..” [2, p. 6].

There is another threat inherent in merging
data files. Some of the data may be in error.
More than 60,000 state and local agencies, for
example, provide information to the National
Crime Information Center and it is accessed
by law officers nearly 400,000 times a day. Yet
studies show that over 4% of the stolen vehi-
cle entries, 6% of the warrant entries, and
perhaps as much as one half of the local law
enforcement criminal history records are in
error. At risk is the safety of the law enforce-
ment officers who access it, the effectiveness
of the police in controlling crime, and the free-
dom of the citizens whose names appear in
the files. This leads to a concern for accuracy.

Accuracy

Misinformation has a way of fouling up peo-
ple’s lives, especially when the party with the
inaccurate information has an advantage in
power and authority. Consider the plight of
one Louis Marches. Marches, an immigrant,
was a hard working man who, with his wife
Eileen, finally saved enough money to pur-
chase a home in Los Angeles during the
1950s. They took out a long term loan from
Crocker National Bank. Every month Louis
Marches would walk to his neighborhood
bank, loan coupon book in hand, to make his
payment of $195.53. He always checked with
care to insured that the teller had stamped
“paid” in his book on the proper line just op-
posite the month for which the payment was
due. And he continued to do this long after
the bank had converted to its automated loan
processing system.

One September a few years ago Marches was
notified by the bank that he had failed to
make his current house payment. Marches
grabbed his coupon book, marched to the
bank and, in broken English that showed
traces of his old country heritage, tried to ex-
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